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How to Enable the NotPetya/Petna/Petya
Vaccine

To vaccinate your computer so that you are unable to get infected with the
current strain of NotPetya/Petya/Petna (yeah, this naming is annoying),
simply create a file called perfc in the C:\Windows folder and make

it read only. For those who want a quick and easy way to perform this
task, Lawrence Abrams has created a batch file that performs this step for
you.

This batch file can be found
at: https://download.bleepingcomputer.com/bats/nopetyavac.bat

For those who wish to vaccinate their computer manually, you can so using
the following steps. Please note that these steps are being created to make it
as easy as possible for those with little computer experience. For those who
have greater experience, you can do it in quite a few, and probably better,
ways.

First, configure Windows to show file extensions. For those who do not
know how to do this, you can use this guide. Just make sure the Folder
Options setting for Hide extensions for known file types is unchecked
like below.
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https://twitter.com/LawrenceAbrams
https://download.bleepingcomputer.com/bats/nopetyavac.bat
https://www.bleepingcomputer.com/tutorials/how-to-show-file-extensions-in-windows/

Folder views

You can apply the view (such as Details or lcons) that
you are using for this folder to all folders of this type.

| Apply to Folders 7 [ Reset Folders ]

Advanced settings:

Display file size information in folder tips -
Display the full path in the title bar {Classic theme only)
. Hidden files and folders
(7) Dont show hidden files, folders, or drives
@ Show hidden files, folders, and drives
[ Hide empty drives in the Computer folder
[7] Hide extensions for known file types
[] Hide protected operating system files (Recommended)
[ Launch folder windows in @ separate process
[] Restore previous folder windows at logon
Show drive letters
Show encrypted or compressed NTFS files in color -

m

| Restore Defaus |

e

Once you have enabled the viewing of extensions, which you should always
have enabled, open up the C:\Windows folder. Once the folder is open,
scroll down till you see the notepad.exe program.
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X
f:' . » Computer » Local Disk (C:) » Windows » v I +4 H Search Windows pel ] j
Organize ¥ Open New folder =~ 0 @
o Favoie Name Date modified Type Size @
[27] fveupdate.exe 7/13/20099:39 PM  Application 15KB
4 Libraries 0 HelpPane.exe 7/13/2009 9:39 PM  Application 717 KB
¥ hh.exe 7/13/20099:39 PM  Application 17 KB
«& Homegroup | | [F11_main.leg 3/10/201510:46 PM  Text Document 13KB
|| mib.bin 7/13/2009 7:06 PM  BIN File 43 KB
L Computer 2 msdfmap.ini 6/10/2009 4:36 PM Configuration sett... 2KB
| | notepad.exe 7/13/20099:39 PM  Application 189 KB |
Q" Network || PFRO.log 11/21/2016 9:53 AM  Text Document 7KB
@ regedit.exe 7/13/20099:39 PM  Application 417KB
1_] setupact.log 3/9/2017 9:12 AM Text Document 23 KB
|| setuperr.log 7/14/200912:51 AM  Text Document 0KB
[ splwow64.exe 2/11/20121:36 AM  Application 66 KB
[ Starterxml 6/10/20094:31 PM XML Document 48 KB
4| system.ini 6/10/2009 5:08 PM  Configuration sett.., 1KB |
£ TSGuenren lnn 2A0MS1MA2 DM Tevk Dacument 1¥R L=l
ﬂ notepad.exe Date modified: 7/13/2009 9:39 PM Date created: 7/13/2009 7:56 PM
S Application Size: 189 KB

Once you see the notepad.exe program, left-click on it once so it is
highlighted. Then press the Ctrl+C( @."‘[i») to copy and then Ctrl+V
( (&_.CTRL ?‘”[V_s) to paste it. When you paste it, you will receive a prompt asking

you to grant permission to copy the file.

Windows

Date created: 7/13/2009 11:20 PM

J |

Cancel

solar

communications




N\

Press the Continue button and the file will be created as notepad -
Copy.exe. Left click on this file and press the F2 key on your keyboard and
now erase the notepad - Copy.exe file name and type perfc as shown

below.
= EoR ™™
GO f[ .. » Computer » Local Disk (C:) » Windows » v | 4y l l Search Windows je l
Organize ¥ Open New folder B= « [l @
Y Favorites Name Date modified Type Size (4
(=] fveupdate.exe 7/13/20089:33 PM  Application 15KB
. Libraries @ HelpPane.exe 7/13/20099:33 PM  Application 717 KB
@ hh.exe 7/13/20099:33 PM  Application 17 KB
«& Homegroup .| [E11_main.log 3/10/201510:46 PM  Text Document 13 KB
|| mib.bin 7/13/20097:06 PM  BIN File 43KB
18 Computer | msdfmap.ini 6/10/2009 4:36 PM  Configuration sett... 2KB
perfd | 7/13/20099:39 PM  Application 189 KB |
€ Network | notepad.exe 7/13/20099:39PM  Application 189 KB
| PFRO.log 11/21/2016 9:53 AM  Text Document 7KB
& regedit.exe 7/13/20099:33 PM  Application 417 KB F
| setupact.log 3/9/2017 9:12 AM Text Document 23 KB ’5
| setuperr.log 7/14/200912:51 AM  Text Document 0KB =
[ splwow4.exe 2/11/20121:36 AM  Application 66 KB
|2 Starterxml 6/10/20094:31 PM XML Document 48 KB
5 evectam ini RANMANNGSNR DM Canfinnration ret 1R (<
3 notepad - Copy.exe Date modified: 7/13/2009 9:38 PM Date created: 6/27/2017 5:08 PM
ﬂ Application Size: 189 KB

Once the filename has been changed to perfc, press Enter on your
keyboard. You will now receive a prompt asking if you are sure you wish to

rename it.

Are you sure you want to change it?

'[; If you change a file name extension, the file might become unusable,

-

1| No |

Click on the Yes button. Windows will once again ask for permission to
rename a file in that folder. Click on the Continue button.
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Now that the perfc file has been created, we now need to make it read only.
To do that, right-click on the file and select Properties as shown below.

< }u ‘ .. » Computer » Local Disk (C:) » Windows »

Organize v | | Open
W Favorites

4 Libraries

«& Homegroup

1M Computer

“! Network

perfc Date modified: 7/13/20Q
Size: 189 KB

File

New folder

Name

(57 fveupdate.exe
6 HelpPane.exe
@ hh.exe

| IE11_main.log
| mib.bin

i | msdfmap.ini

”E] notepad.exe

Date modified
7/13/2009 9:39 PM
7/13/2009 9:39 PM
7/13/2009 9:39 PM
3/10/201510:46 PM
7/13/2009 7:06 PM
6/10/2009 4:36 PM
7/13/2009 9:39 PM

X 1 ‘?I [ Search Windows

Type

Application
Application
Application

Text Document
BIN File
Configuration sett...

Application

7/12/2000.9:39 PM

| PFRO.Io|
ﬁ regedit.
|| setupac]
|| setuperi
(=77 splwowt
| Starterx

| mvertem

File

Open
Analyze file with FileAlyzer 2

53 AM
9 PM
AM
51 AM
6 AM
1 PM
2 DAA

010 Editor

7-Zip

CRC SHA

Scan with Emsisoft Anti-Malware
Scan with Malwarebytes

Restore previous versions

Send to
Cut
Copy

Create shortcut
Delete

Rename

Properties

Text Document
Application
Text Document
Text Document
Application
XML Document

Coanfinuratinn rett

The properties menu for this file will now open. At the bottom will be a
checkbox labeled Read-only. Put a checkmark in it as shown in the image

below.
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General | Security | Details | Previous Versions |

perfc
Type of file:  File
Description:  Notepad
Location: C:\Windows
Size: 189 KB (193,536 bytes)
Size ondisk: 152 KB (156,608 bytes)
Created: Today, June 27, 2017, 17 minutes ago
Modified: Monday, July 13, 2009, 9:39:25 PM
Accessed: Today, June 27, 2017, 7 minutes ago
Mvbues:  [Fesdonly [ bdden
Lok J[ Cancel |[ sooy |

Now click on the Apply button and then the OK button. The properties
Window should close and your computer should now be vaccinated against
the NotPetya/SortaPetya/Petya Ransomware.
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